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Uses and Disclosures

Uses and Disclosures:  Opportunity for the Individual to Agree or Object

Introduction

The Privacy Rule contains standards for the use and disclosure of an individual’s protected health information (PHI) by covered entities (CEs).  The standards define six types of uses and disclosures that range from required disclosures to the individual through uses and disclosures for treatment, payment, and health care operations to those disclosures to persons or organizations outside of your own entity.  Each of these uses and disclosures is addressed in one of the Policies in these Templates.


In addition, the standards define three means of obtaining permission to use or disclose PHI – authorizations and agreement or objection.  You should also be aware that there are circumstances when PHI can be used or disclosed without permission from the individual.  These uses and disclosures are, for example, for public health purposes, compliance oversight, and in those cases where there is abuse, neglect, or domestic violence involved.  In addition, consent or other forms of permission are typically not required where an indirect treatment relationship exists or the individual is an inmate.

This category of use and disclosure – agreement or objection – addresses those that require the CE to inform the individual in advance of the use or disclosure and provide them with an opportunity to agree to the use or disclosure or to prevent or restrict it.  In those cases where this level of informal discussion is not possible due to unavailability or incapacity of the individual or emergency circumstances, the CE is allowed to make decisions about the use or disclosure based upon the exercise of its professional judgment.

There are three circumstances that require only the opportunity to agree or object to a use or disclosure:  1) for listing in an inpatient facility’s directory; 2) for involvement of a person in the individual’s care, 3) for notification about an individual’s location, general condition, or death.  Notification made to government or private agencies involved in disaster relief activities can be made without an opportunity for individual agreement if it is considered appropriate in the professional judgment of the CE.

Involvement in an episode of care on behalf of an individual does not give a person carte blanche with respect to PHI of that individual.  CEs are expected to use their professional judgment about the amount of information to provide to any particular persons involved in care.  CEs will be expected to be cautious about disclosures made to persons involved in care depending upon the circumstances that surround that disclosure.

There are other forms of permission for use and disclosure in addition to authorizations.  Those forms of permission are addressed in other policies. See Policies 1 and 2 for Uses and Disclosures of Treatment, Payment and Health Care Options and Authorizations, respectively.

Who should be involved in developing this policy and procedure?  

Executive Director/CEO

Chief Operating Official

Clinical Director

Privacy Official

Counsel

Issues to Consider

1. In what circumstances will you inform clients of their options about involvement of others in disclosures of PHI?

2. If you have an inpatient facility, how will you inform clients of their options about listing in directories?

3. What operational steps will be required to ensure that appropriate opportunities to agree or object are provided prior to use or disclosure of PHI in directories or through involvement of others in care? 

4. Is the inpatient unit limited to treatment of mental health or substance abuse services and would therefore identify the type of treatment the client is receiving? 

5. Does the client’s medical record include an advance directive that states the client’s preferences regarding who can be notified or informed about their care? 

6. In what circumstances will you inform clients of their options about involvement of others in disclosures of PHI?

7. Do you verify the identity of relatives or other individuals involved in the client’s care as a form of risk management?

Policy and Procedure

Purpose

The Agency, in an effort to be compliant with the Privacy Rules of HIPAA’s Administrative Simplification provisions, sets out, in this policy, the conditions for providing clients with an opportunity, in advance of the use or disclosure of PHI for 

1. listing in inpatient facility directories, 

2. involving other people in the individual’s care, or

3. for notification about a client’s location, general condition, or death

to agree to that particular use or disclosure, or to prevent or restrict it. 

Policy


West Fork Services,Inc. will verbally inform each individual, during the intake process, of their right to prevent or restrict us from 

1. listing PHI about them in the facility directory;

2. disclosing PHI about them to persons involved in their care; and

3. notifying persons about their location, general condition, or death.


With regard to facility directories, our staff will be expected to use their professional judgment to determine if it is in the client’s best interest to disclose their PHI for the facility directory.  As soon as it is practicable, we will inform the client about our policies on the facility directory listing and give the client the opportunity to object to this disclosure.


With regard to clients who are present and have the capacity to make decisions, PHI may only be disclosed to people involved in their care (meaning relatives, friends, or community support people), if we: 

1. notify the client in advance of the anticipated disclosure and obtain their agreement to disclose;

2. provide the clients with the opportunity in to object  to disclosures of PHI and the client does not express an opinion; or

3. can, in the exercise of our professional judgment, infer from the circumstances that the client does not object to the disclosure of PHI. 




With regard to clients who are not present or who are incapacitated or in an emergency situation, we will disclose the minimum necessary PHI to persons involved in the client’s care:

1. if the client is not a ward of the state or does not have a Advance Directive, court-appointed guardian or other fiduciary, and

2. if we determine in the exercise of our professional judgment that it is in the client’s best interests.


It will be our policy, when disclosing PHI to persons involved in the client’s care, to limit disclosures to PHI about the current circumstance.  In addition, should the care provider believe, in the exercise of their professional judgment, that a disclosure of PHI might cause the patient serious harm, the care provider may withhold PHI from the person involved in their care.  Care providers should use their professional judgment about the scope of the person’s involvement in the client’s care – both to the length of time of that person’s involvement and to the depth of disclosure of PHI that is appropriate in a particular circumstance.


In disaster situations, no individual agreement will be required prior to disclosure of PHI to federal, state, or local agencies involved in disaster relief activities.  This policy also applies to any private disaster relief organization that is authorized by law or their charters to assist in disaster relief efforts.

Documentation retention requirements include:

1. Policies and procedures for opportunity to agree or object and any changes thereto.

Other policies and procedures to review that are related to this policy:


Privacy notice


Treatment, Payment, and Health Care Operations


Authorizations


Administrative requirements – documentation retention

Suggested Procedures

Facility Directories – Inpatient Units

1. The behavioral health inpatient unit in Agency is specifically identified as an area where clients receive specialty mental health or substance abuse services. Therefore there will be no public facility directory posted within the unit or anywhere else in the facility/hospital.  There will, however, be a limited directory developed to allow visitors and callers to locate clients and to allow clergy to determine the client’s religious affiliation.  Every client admitted to the unit will have an opportunity to agree or object to inclusion in this directory. 

a. The secretary in conjunction with the privacy officer will be responsible for compiling the facility directory. 

b. The person responsible completing the admission procedures on the unit will be responsible for determining the client’s preference with regard to inclusion in the facility directory. 

c. Upon admission to the unit, the client will be asked to agree or object to the following procedure regarding their PHI being included in a facility directory. The results of this discussion should be communicated to the privacy officer.
d. The following information regarding clients admitted to the unit can be given to the department responsible for directing visitors or callers to the client rooms: 

a) Name of client

b) Room number (no identification of the unit or type of unit may be given to callers or visitors)

c) General statement of condition that does not disclose the type of treatment they are receiving or their diagnosis, e.g. “client is stable” 

2) The following information can be given to clergy:

a) Name of client

b) Room number

c) Religious affiliation

3) If a client is admitted as an emergency, the person responsible for completing the admission procedures once the client reaches the unit will determine if, in their professional judgment, the client is capable of agreeing or objecting to the facility directory procedure described above. 

a) If the client is not capable of agreeing or objecting the person admitting the client to the unit will inform the case manager, or house manager, who will make the interim decision about inclusion.  The following issues will be considered in making this interim decision:

i) The client’s past preferences if known to the unit will be followed until they are capable of making this determination for themselves.

ii) The potential for harm to the client if the PHI in the directory is disclosed.

iii) The potential for the disclosure to aid in caring for the client.

b) Once the emergency has passed and the client is capable of determining and expressing their wishes with regards to the facility directory, they will be asked to agree or disagree and this information will be given to the case manager.  

2. Facility Directories – Outpatient Units

a. There will be no facility directory either posted or held by reception for informing callers or visitors if a client is on-site receiving services or a current or former client of Agency.

b. No staff person should confirm orally, in writing or through any other medium that an client is either on-site or a current or former client of Agency, with the exceptions listed below under “Disclosures to Person’s Involved in an Client’s Care”.

3. Disclosures to Person’s Involved in an Client’s Care or for Notification Purposes

a. Guardians, and Other Legal Custodians

1) At times this organization will have clients who are not able to direct or make decisions about any or some of their health care. In all cases, the authority of someone else to direct or decide about the health care of a client, and to, therefore, have access to the PHI necessary to make decisions or direct care, must be verified by the appropriate documentation as listed below.  This documentation will outline the authority of the client and the limits to that authority.  In all cases, this documentation must be reviewed by the clinical manager, who should consult with the Privacy Officer or Counsel, if they do not understand the limits or extent of the authority being granted.  In all cases, the decision to disclose and the extent of the disclosures to be made must be carefully and clearly communicated to the treatment team members by the clinical manager.  See also below for medical record documentation requirements. 

2) In every case where some or all of the authority for decision-making has been granted to someone other than the client the following action must be taken in addition to the above:

a) The medical and billing records must be flagged. (Each organization should determine how they would like this done.)

3) Any employee who is accessing PHI at the request of an Agent, Guardian, Monitor or State Entity assigned custody should:

a) If a member of the treatment team: ensure that they clearly understand the limits of the disclosures of PHI that can be made. 

b) If not a member of the treatment team: consult with the primary clinical professional on the treatment team to determine if the disclosure should be made. 

c) In either case, if there is any confusion, consult with the clinical manager or the primary clinical professional on the treatment team BEFORE making any disclosure.

4) Withholding PHI: if a treatment team member believes that, even though a disclosure of PHI is authorized, disclosure of the information will cause harm to the client they should:

a) If the primary clinical professional: make the decision to not disclose and document the decision in the medical record including the reasons why, in their professional judgment, the PHI was not disclosed. 

b) If not the primary clinical professional: the team member should consult with the primary clinical professional who will make the decision and follow the procedure in a) above. 

b. Family Members, Partners, and Others Authorized by Client to be Involved in Client’s Care

1) Many clients who receive treatment at Agency choose to have family members, significant others, friends, and other community supports involved in their care on a regular, on-going basis.  This is something Agency encourages because it is often beneficial to the client’s ability to successfully integrate and stay in the community.  However, it is important that before any PHI is disclosed to these clients, we understand the client’s wishes with regards to these disclosures and we offer them an opportunity to object or agree to the disclosure.

a) In all cases the PHI disclosed must be limited to what is directly relevant to the person’s involvement in the current care of the client or to the payment for services delivered to the client.

b) Staff persons who make disclosures pursuant to this procedure should, in addition to documenting the disclosure, record the nature and the duration of the relationship, if known. 

c) In all cases the client must be offered the opportunity to agree or object to the client’s involvement in a private area.  If the treating professional believes that this involvement will be regular and consistent in content, they can document the verbal permission of the client on the demographic form at the front of the medical record, which should include the date the permission was given by the client, and the names of the clients to whom disclosures can be made.  This permission can be given at any time during the current treatment episode.   The form should note if permission has been given to discuss the following information treatment information, diagnosis, medications, attendance or other information, which should be listed.

d) In all cases, before disclosing information to someone involved in the client’s care, the medical record should be consulted. Employees who are not a part of the treatment team should not be responsible for disclosing information to individual’s involved in the client’s care and should refer all inquiries to a treatment team member.

2) In some cases the client will not want another involved in their care except on a very limited basis or only in a specific circumstance. 

a) In these cases, the client must be present to give their permission directly to the treatment team member.

b) The employee should take the client to a private location and should ask for their agreement or objection and should discuss the limits of the disclosures the client wishes to be made. 

c) Each disclosure made should be documented in the medical record only if material to the client’s care. 

i) For example, another individual’s participation in a counseling session should be documented in the progress note along with confirmation of the client’s permission.  If permission has been given only to inform another of the next appointment date, this does not need to be document. 

ii) The judgment of the disclosing employee should determine whether or not a disclosure needs to be documented.

3) If the client has presented as an emergency and:

a) is not capable, in the judgment of the treating professional, to agree or object, and

b) the treating professional believes the disclosure is in the best interests of the client, then

c) the disclosure of the minimum necessary PHI can be made to the individual.  This disclosure should be documented in the medical record along with the reasons the treating professional believed the disclosure should have been made. 

4) If the client is not present and there has been no permission given to disclose information to another individual as documented on the demographic form in the medical record, then a disclosure of PHI cannot be made.

5) In all cases, if the treatment team members or other professionals they have consulted believe that the disclosure of PHI, even if agreed to by the client, may cause harm to the client or others, they should refuse to make the disclosure.

4. Disclosures for Disaster Relief Purposes

a. Disclosures for notification purposes may be made to a private or public entity charged by law or by charter to assist in disaster relief efforts.

1) The PHI needed for notification purposes includes the name, location, and general condition of the client.

2) The requirements described in 3  above apply in these circumstances unless it is determined that the procedures will interfere with the ability of the relief agency to respond to the emergency situation. 

3) The decision about whether or not to disclose in these circumstances should be made by the senior staff person on site at each agency location. 

	Each organization should check with their attorney regarding state law on Advance Directives. If a client has a valid health care proxy, living will or a power of attorney (whichever documents are valid under state law) appointing an agent to make health care decisions on his/her behalf, the organization should comply with that document in disclosing PHI to whoever is authorized under the document.   


	If a court has appointed a guardian or similar fiduciary, PHI may generally be disclosed to the guardian to the extent that the PHI is related to treatment to which the guardian is authorized to consent.


	If a client is a ward of the state PHI should be provided to the responsible state agency only as permitted by law.
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